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[bookmark: _Toc109651172]Recommended Best Practices for Overlay Providers and Others
The following set of draft best practices was developed by Ken Nakata in consultation with leading advocates, consultants, and representatives from overlay providers. For each best practice, a “rationale” and “draft guideline” are provided.
While each guideline has been discussed thorougly, they are only a draft and do not represent a consensus of viewpoints. If the IAAP wishes to develop this draft into a final set of best practices, it should create a formal body within IAAP for this purpose.
1. [bookmark: _Toc109651173]Technical Best Practices
The following technical best practices represent a rough set of guidelines specific to the overlay industry. These guidelines can be used to guide the overlay industry until the W3C or other body establishes different guidelines.
[bookmark: _Toc109651174]1.1 Follow W3C
Rationale: 	The IAAP is not a technical body and should not be the lead authority for technical guidance. By contrast, the W3C does provide technical guidelines for web-based technology. The IAAP can provide interim guidance for industry.
Draft Guideline:	If at some point W3C takes on work on technical recommendations for overlays, follow their lead. In the meantime, follow the best practices outlined below.
Comment:	This provision does not imply not that the W3C will or will not undertake technical guidance for overlays.
[bookmark: _Toc109651175]1.2 Non-Interference and Dismissibility
Rationale:	One concern expressed by advocates concerns overlays with control “panels” and how these panels interfere with assistive technology (e.g. screen readers).

Draft Guideline: 	If an overlay has an overlay panel, make sure it doesn’t interfere with screen reader and other assistive technology. Also, try to make the panel easy to dismiss.
[bookmark: _Toc109651176]1.3 Be Careful with Automatically Applied Settings
Rationale:	In general, users should have a choice about the settings that are applied to a web page instead of having the settings applied automatically. Users can become frustrated or confused if the wrong settings are applied to a web page. 

Draft Guideline:	Overlays should apply settings based on distinct user action (such as tapping a button) and not automatically (e.g. based on user behavior, detected user agent, etc.). Automatically applying settings when an automated accessibility scanner is detected is permitted if the supporting WCAG Success Criteria permits the use of an overlay to achieve conformance (e.g. color contrast).
[bookmark: _Toc109651177]1.4 Multiple Disabilities
Rationale:	Overlay designers sometimes assume that users can only have one disability and some overlays automatically disable one set of features when a different feature is selected. This can make it hard for users with multiple disabilities to use an overlay.

Draft Guideline:	If an overlay uses a control panel that focuses on specific disabilities or features, these must be able to be used in combination.  One feature should not be turned off just because a user selects a different set. This should be a user choice because some users have multiple disabilities.
[bookmark: _Toc109651178]1.5 Be Lean
Rationale:	Overlays typically rely on JavaScript code that runs on the user’s computer. In some cases, this extra code operates slowly—especially on older computers or computers that are simultaneously running assistive technology.

Draft Guideline:	All overlays should be tested to ensure that they do not significantly slow computers.

Comment:	The term “significantly slow” is intentionally left vague in this draft; it will be up to IAAP committee to define this term more precisely.
[bookmark: _Toc109651179]1.6 Accessible
Rationale:	In order for an overlay panel to be usable by people with disabilities, it must be accessible.

Draft Guideline:	If an overlay uses an overlay panel, make sure that the controls in that panel are accessible and, at a minimum, conform with WCAG 2.1 A/AA. Also, ensure that overlay panels follow standard navigation for controls—or disclose up front the manner in which users should navigate and operate those controls.
[bookmark: _Toc109651180]1.7 Report Fixes
Rationale:	When automated technologies identify areas that were poorly designed, they should point out changes for designers to correct these problems at the source code.

Draft Guideline:	If possible, provide a mechanism that identifies code level changes that are made by the overlay. This helps educate developers in avoiding future accessibility problems and also makes it easier to identify automated fixes that are applied incorrectly.
[bookmark: _Toc109651181]1.8 Meet Or Exceed Built-In OS Features
Rationale:	Most modern operating systems already provide basic accessibility features—and overlays should do more than just replicate these features.

Draft Guideline:	Many accessibility features provided by overlays already exist in the underlying operating system of many computers. Try to augment these features instead of simply replicating them.
[bookmark: _Toc109651182]

2. Non-Technical Best Practices
The following best practices represent guidelines that apply to all automated accessibility solutions for digital technologies.
[bookmark: _Toc109651183]2.1 Transparency (Capabilities)
Rationale:	One of the main criticisms of any automated accessibility solution is that customers are not made aware of the accessibility problems that may remain on their website after deploying an off-the-shelf automated solution. This oversight can be remedied if vendors offer better information on the accessibility barriers that their products remove.

Draft Guideline:	Where solutions use off-the-shelf technology that is not customized for a specific client, provide documentation that explains the solution’s capabilities—and additional steps that customers typically need to take to achieve full conformance. Identify these capabilities and limitations in customer contracts, statements of work, etc.
[bookmark: _Toc109651184]2.2 Transparency (End Users)
Rationale:	End users also should be offered an explanation of the accessibility of the website that they are visiting. The site owner ultimately bears this responsibility (such as through an accessibility statement) but solution providers should help when site owners rely on their expertise.

Draft Guideline:	Where accessibility solutions use off-the-shelf technology that is not customized for a specific client, solution providers should provide a simplified explanation of the solutions capabilities and limitations. This explanation can either be in the product itself (if deployed on customer sites, such as overlays that use panels) or providers can encourage it to be in the customer’s accessibility statement.
[bookmark: _Toc109651185]2.3 Respect User Privacy
Rationale:	Overlays and automated solutions potentially can be used to collect a lot of information about site visitors, including the user’s browser and whether assistive technology is being used. This raises significant privacy concerns.

Draft Guideline:	Do not collect personally identifiable information (PII) unless the user offers it. In particular, do not collect PII about a user’s disability. Follow industry best practices for handling PII offered by users based on the type of data offered by the customer.
[bookmark: _Toc109651186]2.5 End-User Feedback
Rationale:	Overlays and other solutions provide a great opportunity to collect user feedback on the pages on which they are deployed. If a user can report on accessibility problems that they encounter on a page, their feedback can help improve accessibility for all users and improve the impression that the tool is helping improve accessibility.

[bookmark: _Toc109651187]Draft Guideline:	If the accessibility solution includes a widget, panel, or other user control, provide a dedicated mechanism to solicit accessibility feedback on any page where the control is deployed—including information about the specific problem and identifying information (e.g., email address) only if the end-user chooses to provide it.


Recommended Update to IAAP Code of Conduct
The controversy around overlays is largely due to false claims made by several vendors in this market. Customers are especially vulnerable to these misrepresentations because digital accessibility is hard to understand and because an explosion of litigation has heightened the need for rapid solutions. In this environment, all IAAP members have a role to play to ensure that our customers understand the limitations of our solutions.
[bookmark: _Toc109651188]Problems with the IAAP Code of Conduct Provisions
Unfortunately, existing paragraphs 9 and 10 are too lax to effectively discourage false claims. Specifically, these paragraphs provide, that members:
9. Should not knowingly make false claims about their products and services or those of others.
10. Should not knowingly make false claims about their abilities, profession, and matters of expertise.
There are several shortcomings with these paragraphs. First, the phrase, “knowingly make(s) false claims” mirrors language from Federal and state false claims acts—which often carry criminal penalties and substantial monetary penalties. Proving a false claim at this level is almost impossible because it essentially requires proof of fraud. Second, the mental state of “knowingly” brings with it a very high burden and excuses even gross recklessness in overlooking improper conduct. In a professional where our customers are relying entirely on us for guidance, IAAP members owe their customers a higher standard of care.
[bookmark: _Toc109651189]Recommended Changes to IAAP Code of Conduct
Paragraphs 9 and 10 should be updated. Specifically, members:
9. Should not misrepresent their products and services or those of others.

10. Should not misrepresent their abilities, profession, and matters of expertise.
This change eliminates the impractically high burden of proof and standard of care in the original version. It would include any misrepresentation made by a member about their products and services or those of others. While this may include relatively innocent misrepresentations or misunderstandings (e.g. inexperienced or untrained sales staff), the Code of Conduct should include such minor violations and the grievance process should be flexible enough to respond to the egregiousness of violations on a case-by-case basis.
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